Data Stewardship

“Individual data collected by statistical agencies for statistical compilation, whether they refer
to natural or legal persons, are to be strictly confidential and used exclusively for statistical

purposes”
- Principle 6, UN Fundamental Principles of Official Statistics
@] So, what is Data Stewardship?
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Let’s review what we talked about earlier in the week.

According to the UN Fundamental Principles of Official Statistics, principle 6 says [Read principle on slide].

So, how do we define data stewardship? What does it entail?


What is Data Stewardship?

Data Stewardship is the formal, continual process we use to k
care for the information that is entrusted to us. ﬁ

_ . . _ O00O0
This can be information we collect, receive, and release, as LYY
well as information about our employees. lu]\ll.llu]\lll

Along with the mandate and desire to inform, national -

statistical agencies have a responsibility to safeguard, to serve
as data stewards.
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Data Stewardship is the formal, continual process we use to care for the information that is entrusted to us. This can be information we collect, information we receive, information we release, and information about our employees.

All Census Bureau employees, and individuals with Special Sworn Status are Data Stewards.

Data Stewards are responsible for adhering to all regulatory requirements and internal data policies and standards. 

This includes fully meeting the legal and reporting obligations levied by the Census Act, the Privacy Act, and other applicable statutes, including the requirements of governmental and other suppliers of data to the Census Bureau. 

Data Stewards are responsible for following all security controls mandated by the Census Bureau.

National statistical agencies are typically the most important institution, and sometimes the only institution, capable of and responsible for collecting, analyzing and sharing – or disseminating – information about a country, its people and its economy. 

However, along with the mandate and desire to inform comes a responsibility to safeguard, to serve as data stewards. 



Why do Data Stewardship?

Data Stewardship helps us meet our legal and

Follow

the Law ethical obligations to respect privacy and

Builds
Public
Trust

protect confidentiality. It establishes trust and

Good
@ Business

Practice organizations that allow us to do our work.

e respect with the public and other
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Reason #1: Good Business Practice
As individuals, we organize our bills to pay them on time, we have calendars for our schedules, we carefully file our medical records, and we vigilantly work to avoid having our personal information end up in the wrong hands. 

The Census Bureau’s goals as an organization are similar. Data Stewardship is good business practice because it helps us:
Meet our legal and ethical obligations to respect privacy and protect confidentiality and it establishes trust and respect with the public and other organizations.

Reason #2: Vital for Public Trust
Establishing public trust is what helps give us a positive reputation. A positive reputation is extremely important for the Census Bureau’s mission.

We rely heavily on individuals and organizations to voluntarily provide us with their information.  Gaining and keeping public trust allows us to continue to collect the information we need to do our jobs. It also helps ensure that our products are accurate.

As a Data Steward, privacy and confidentiality guide all work you do at the Census Bureau and are important to gaining and keeping public trust. 

Reason #3: It’s the Law

One of the most important reasons to practice Data Stewardship is simple: The law requires it. 
The work we do at the Census Bureau (including the way we safeguard information) falls under the scope of a variety of federal laws.
These laws carry strict penalties for violations such as unlawful disclosure, which means allowing unauthorized access to information protected by the law.
The laws may apply in a variety of ways, depending on the situation. Violating the data stewardship law, could land us in jail for 5 years or be fined $250,000!

Title 13: The Census Act,
Title 5 (which includes the Privacy Act of 1974 and protection of employee data),
The E-Government Act,
Title 26: Internal Revenue Code, and
Other Federal Laws such as the Confidential Information Protection & Statistical Efficiency Act (CIPSEA) and the Federal Information Security Management Act (FISMA).



Partnership and Trust

Disseminating data and protecting data are
two sides of the same coin.

We must protect data in order to disseminate data.
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As national statistical offices, we need the information from the public to produce high quality statistics. 

The public needs assurance that we are not going to release their personal information.
We have the responsibility to the public to protect their privacy and confidentiality. 
So, we have a partnership with the public based on trust. 

Disseminating data and protecting data are two sides of the same coin. We must protect data in order to disseminate data. 



Privacy Principles

\
‘9

Necessity

Openness

Respect

Confidentiality
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Necessity
Do we need to collect this information?
Do we need to ask this question?
Openness
Do they know why we are collecting their information?
Respectful treatment
Do we respect their rights as research participants?
Are we considerate of their time and privacy?
Confidentiality
Do we protect their personal information?



Privacy vs. Confidentiality

I)
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We’ve been using privacy and confidentiality together. What is the difference between privacy and confidentiality?

[See slide]

In particular:
Confidentiality pertains to the treatment of information that an individual has disclosed in a relationship of trust and with the expectation that it will not be divulged to others – without permission - in ways that are inconsistent with the understanding of the original disclosure.

Maintaining data confidentiality is an indispensable element to maintaining the trust of respondents. 

If respondents believe or perceive that a national statistical/census office will not protect the confidentiality of their data, they are less likely to cooperate or provide accurate data. 

This in turn affects the accuracy and relevance of the statistics.

The dissemination of data in a manner that would allow public identification of the respondent or would in any way be harmful to him is prohibited and that the data are immune from legal process. (STATISTICAL POLICY, WORKING PAPER 22 (Second version, 2005), Report on Statistical Disclosure Limitation Methodology)



Sensitive vs. Public Information

Sensitive Information (PII) Public Information

e Sensitive on its own e Census reports
e National ID number e Brochures, posters
e Credit card number e \Website content
e Health insurance ID * News releases

e Sensitive when combined

e Name and date or place
of birth

e Job performance
ratings
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In order to ensure confidentiality, we need to understand which data to protect. Data that needs protection is called Sensitive information, or Personally Identifiable Information (PII). Data that does not need protection is called Public information.

There are two types of sensitive information:
Information that is sensitive on its own – i.e. information that identifies individuals by itself.
Information that is sensitive when combined – i.e. information that can be paired with other data to identify someone.

Some examples of the two are: [see slide]

Notice that things like name and place of birth are not sensitive on their own because many people have the same or similar names, and many people are born in the same place.


Sensitive or Public?

Decide whether the following pieces of information are Sensitive or Public.

If they are sensitive, explain whether they are sensitive on their own or
when combined with other data.
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Sensitive or Public?

John Doe

12345678
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Sensitive


Sensitive or Public?
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Public


Sensitive or Public?

Q1. FIRST | Q2.LAST |Q3. DATE OFf Q4. | Q5. LANGUAGE SPOKEN
NAME NAME BIRTH SEX AT HOME
SARA LEE 11/1/2000 F ENGLISH
JOHN DOE 2/4/1956 M CHINESE
TANIA SMITH 5/15/1970 F ENGLISH
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Sensitive


Sensitive or Public?

CNTRY YEAR SAMPLE SERIAL WTHH GQ URBAN GEOLEV1 DIVNBD

1 501991 501 1000 1010 2 50010 10

2 501991 501 1000 1010 2 50010 10

3 501991 501 1000 1010 2 50010 10

4 501991 501 2000 1010 2 50010 10

5 501991 501 2000 1010 2 50010 10

6 501991 501 2000 1010 2 50010 10

ZILABD UPAZILABD OWNRSHP OWNRSHPD LVHOOD ELECTRC TOILET

1 1004 100409 1 100 20 2 10

2 1004 100409 1 100 20 2 10

3 1004 100409 1 100 20 2 10

4 1004 100409 1 100 30 1 20

5 1004 100409 1 100 30 1 20

6 1004 100409 1 100 30 1 20

WALL ROOF HHTYPE PERNUM WTPER RELATE RELATED AGE SEX MARST

1404 53 3 1 10 1 1000 70 1 2

2404 53 3 2 10 2 2000 50 2 2

3404 53 3 3 10 3 3000 8 2 1

4 404 53 3 1 10 1 1000 45 1 2

5404 53 3 2 10 2 2000 30 2 2

6 404 53 3 3 10 3 3000 10 2 1

Source: Bangladesh Population Census 2011, IPUMS
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Public


Sensitive or Public?
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Sensitive


Data Stewardship in Practice
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The Census Bureau uses a variety of methods to safeguard information across the organization. Based on the law, we ensure that our people, policies, hardware, software, and trainings have a focus on confidentiality.

Law
There are several laws that lay out the Census Bureau’s responsibilities when it comes to protecting data.
Title 13: The Census Act,
Title 5 (which includes the Privacy Act of 1974 and protection of employee data),
The E-Government Act,
Title 26: Internal Revenue Code, and
Other Federal Laws such as the Confidential Information Protection & Statistical Efficiency Act (CIPSEA) and the Federal Information Security Management Act (FISMA).

There are also laws that protect whistleblowers and help ensure that the public can know how the Census Bureau operates.
No Fear Act
FOIA

People
Maintain dedicated incident response teams such as the Bureau of Census Computer Incident Response Team (BOC CIRT)
Create a culture of data security, privacy, and confidentiality.
Everyone takes the data stewardship oath: sworn for life.
Disclosure Avoidance Officers – division level staff that oversee data product DA activities, do record keeping, and prepare data product review submissions to the Disclosure Review Board.
Disclosure Review Board
Data Stewardship Executive Policy Committee – creates policy on matters relating to privacy, confidentiality, security, and administrative records.

Policies
Appropriate use of information
Vulnerability Disclosure Policy

Hardware
Information technology hardware safeguards such as laptop inventory control, physical laptop locks
Key card door and elevator access
Institutional firewall
Secure storage and disposal of sensitive data

Software
Information technology software safeguards such as passwords and encryption software
Account policies that restrict access to approved programs

Training
Annual training for staff on privacy and confidentiality – how to avoid inadvertent disclosure (“business related need-to-know”).
Annual training on good practices for physical data security including training on (not) sharing of passwords, locking computers when not in use, piggie backing in the elevator.
Annual training on the laws to ensure staff understand their responsibilities.


Disclosure Review Board

Disclosure Review Board and the Disclosure
m Avoidance Research Group:

Identify and correct likely vulnerabilities

Research and determine the best available data
protection methods

 Determine the steps for removing identifiers
that would link the information to a specific
individual
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To safeguard data from unauthorized disclosure, Census Bureau policy requires the Disclosure Review Board (DRB) to review and approve data products for release to another organization or to the public.

The DRB assesses the disclosure potential of data to determine the risk of disclosure, and whether products may be released or require modification before release.

DRB members and the Disclosure Avoidance Research Group: 
Identify and correct likely vulnerabilities, such as extreme values (for example, a high level of income in a specific geographic area);
Research and determine the best available data protection methods; and
Determine the steps for removing identifiers that would link the information to a specific individual.

The DRB assessment process protects confidentiality by ensuring that information which could identify individuals is not released.




Data Security

e Actively looks for evolving threats.
e Inspects network traffic as it traverses the network.
e Monitors all access to all data and all systems.

Follows National Institutes of Standards and Technology accreditations.
e Complies with the Federal Information Security Management Act.
e Relies on multiple organizations and multiple technologies.

e Re-evaluates system requirements on a regular basis.
e Runs regular system audits.
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One final part of data stewardship is data security. Data collected is stored on servers that are a part of networks which can be connected to the internet. This provides an avenue for unwanted disclosure through data breaches from various cyber threats.

There are several good practices that can be employed to reduce the threat of disclosure from data breaches and to limit the scope of disclosure in the event of a data breach.

The Census Bureau:
Monitors evolving threats
Follows NIST accreditation and Federal Information Security Management Act
Re-evaluates its systems on regular basis
Employs defense in depth
Relies on multiple organizations and multiple technologies
Inspects traffic as traverses our network
Monitors all access to all data and all systems
Ensures appropriate authorized individuals have access to only the appropriate data
Runs regular audits



Data Stewardship Policy Discussion

What data stewardship policies and procedures do you have in your country?
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